Break Your Agent with Chaos Testing,
Then Fix the Harness

Four production failures a better prompt cannot fix

Built with Strands Agents - Deployable on Amazon Bedrock AgentCore
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The Demo Lied to You

A demo is one clean session. Production adds four things it never had.

None of these is a prompt problem. Each is a missing control in the harness around the model.
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Memory it
can't trust

A bad fact, stored once,
reloads as truth every
session

Input it
shouldn't trust

A poisoned page becomes
the agent's own memory
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A step that
silently fails

"Confirmed" comes back,
the write never persisted

Work it
re-pays for

The same deterministic
answer, re-reasoned every
call



The Durable Gain Lives in the Harness

Deterministic controls in the loop catch what the model alone cannot. No fine-tuning.

Static Agent vs Self-Evolving Agent

Static Agent
Session 1

— forgotten
Solve task — answer

Session 2
Solve task — answer (starts from zero)

Session 3
Solve task — answer (still from zero)

No memory between sessions
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Same mistakes repeated every time
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Self-Evolving Agent

Session 1
Solve — answer — store experience

Session 2
Retrieve experience — solve better

[—————

Memory + feedback loops

Each session builds on the last
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Diagnose First: Chaos Testing

Break the tools on purpose, score against ground truth, then fix one failure at a time (Strands Evals).

regression? diagnose again
’
plugins= w ()\
[ChaosPlugin()] — where it breaks

Travel agent N ChaosPlugin 7e f[f):?:oste - 5 : . at. . tlme')‘
(search/weathear/book) v inject tool failures 1o result-rewrite h(?o /
score vs ground truth fallback/communicate

Validate
re-run WHOLE suite
no regressions
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1T Memory It Can't Trust

A hallucinated fact reloads as trusted context forever. Validate before the write, not in the prompt.

D book_fLignt(...) @ cchemavalid A re-read as

truth

s D

agent.state
(only validated
facts)

BeforeToolCallEvent
validate_entry()
vs schema

Next session's context
(lean, trustworthy)

LLM extracts a fact
(may hallucinate)

invalid /
unknown field

REJECTED
tool never runs
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2 Poisoned Memory (Indirect Prompt Injection)

A poisoned instruction survives a restart and fires. Contain the action at the tool boundary.

' stored as trusted @
fact survives restart tries send_email

Poisoned web page
[SYSTEM
OVERRIDE]...

agent.state New session BeforeToolCallEvent
(persisted to disk) reloads poison allowlist by domain

domain not

no defense allowlisted
send_email -> BLOCKED
attacker@evil.com 0 reach execution
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3 The Step That Silently Failed

A tool says "confirmed" but the write never saved. Verify each step against ground truth, retry the one that failed.

_— ,61 tool said @
i) b ‘confirmed"’ PASS: in backend
Book one flight executor (agent) “s‘t’e:;f;e‘sgf‘;’sgts PASS
(of a multi-step trip) search + book_flight reads ground truth flight actually saved

FAIL:

not saved -> re-book

73

GraphBuilder
conditional + cyclic edges
set_max_node_executions(6)

conditional edge
verify -> execute on FAIL
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4 Work It Re-Pays For

Repeated deterministic work, re-reasoned and miscounted every call. Let the agent write a tool once, then reuse it.

® 2 2

. es: reuse it
Repeated task arrives Tool for this Y U _[ Agent's own toolkit Call the tool
(deterministic work) capability yet? [ (tools it authored) exact, deterministic
»
no: build it tool added
(costs tokens)

v

m_tool

hot-loads into agent
(shell debugs if needed)

editor ]
writes tools/<name>.py J

v

(@tool function)
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Demo Time

Break it with chaos testing, then watch each harness control hold
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From Local to Production

The same controls move up a layer on Amazon Bedrock AgentCore. The memory guardrail runs as a deployed
runtime.
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Hook before the tool runs

agent.state + local FileSessionManager

Allowlist in a Python constant

Rules in code
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The same gate as a policy at the tool / gateway boundary

Managed, persistent AgentCore Memory

Centralized policy a poisoned memory can't edit away

DynamoDB-backed editable rules, no redeploy




A Better Prompt Won't Fix It

Each failure maps to one harness-level control

Hallucinated fact in memory Validate before the write

Poisoned memory / prompt injection Gate the action at the tool boundary
I A step that silently failed — Verify against ground truth, retry

Repeated deterministic work Write the tool once, reuse it

Diagnose with chaos testing. Fix in the harness. Verify it held.
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Resources

Open-Source Repo

I

Five runnable demos, notebooks + AgentCore runtime (github.com/elizabethfuentes12)

Blog Series

Chaos testing, memory guardrails, poisoning defense, planning, self-improving agents

Research

PALADIN - Zombie Agents - MiRA - Memento-Skills - Governed Memory

All links on the event page - bit.ly/4w9szxn
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Thank You!

Elizabeth Fuentes Leone

Developer Advocate @ AWS - elifuentes.tech

Resources Blog & Socials

bit.ly/4w9szxn elifuentes.tech

aWS © 2026, Amazon Web Servi

__7 ices, Inc. or its affiliates. All rights reserved.




